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Data Processing Addendum (DPA)

This Addendum constitutes an integral and inseparable part of the Main Agreement executed between the Parties and shall be referred to
as the "Data Processing Addendum (DPA)". This DPA governs the Processing of Personal Data performed by the First Party on behalf of

the Second Party in accordance with the terms of the Main Agreement.
For the purposes of this Addendum:

e First Party: Waseel ASP as defined in the Main Agreement, and referred to in this Addendum as the "First Party" or the "Data
Processor".
e Second Party: The healthcare facility/customer, as defined in the Main Agreement, and referred to in this Addendum as the

"Second Party" or the "Data Controller".
The First Party and the Second Party may hereinafter be referred to collectively as the "Parties".

Execution of the Main Agreement by the Second Party constitutes an explicit and binding acceptance of all provisions of this DPA,

including any version published or updated on the First Party’s official website.
For the purposes of this Addendum:

e  TheSecond Party is the “Data Controller”.

e The First Party is the “Data Processor” in relation to the personal data processed under the Master Agreement.

For the purposes of this Addendum, the Second Party shall be deemed the Data Controller, and the First Party shall be deemed the Data
Processor, in relation to the personal data processed under the Agreement for the Provision of Services and Products entered into

between the Parties (the “Master Agreement”).

Preamble

1. The Parties have entered into an Agreement for the Provision of Dawy (White Label) Application Services and related technical
and operational services (the “Master Agreement”), which governs their contractual relationship in relation to the digital
services for appointment scheduling, patient communication, telemedicine, homecare, and in-app account and profile
management, as described in the Master Agreement and its Appendices.

2. The performance of some of the First Party’s services under the Master Agreement requires the First Party to process personal
data relating to patients, beneficiaries, employees, representatives of the Second Party, or other parties, on behalf of and for the
account of the Second Party in its capacity as Data Controller.

3. This Addendum (the “Data Processing Addendum” or “Appendix (E)”) aims to regulate the Parties’ obligations regarding the

processing of personal data in accordance with the Personal Data Protection Law applicable in the Kingdom of Saudi Arabia
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(PDPL), its Implementing Regulations, and the Regulations on the Transfer of Personal Data outside the Kingdom (together, the
Regulations).

This Addendum forms an integral part of the Master Agreement and shall be read together with it as a single instrument,
without in any way diminishing or limiting any rights or powers granted to the First Party under the Master Agreement, except

to the minimum extent required to comply with the Personal Data Protection Law and mandatory Regulations.

In light of the foregoing, and with both Parties having full legal and Sharia capacity, they agree as follows:

Article (1): Definitions and Interpretation

1.

Master Agreement

Means the Agreement for the Provision of Dawy (White Label) Application Services and Products entered into between the
Parties, including all of its Appendices and any subsequent written amendments thereto.

Applicable Law and Regulations

The Saudi Personal Data Protection Law (PDPL), its Implementing Regulations, the Regulations governing the transfer of
personal data outside the Kingdom, and any circulars, guidelines, or regulatory instructions issued by the Saudi Data & Artificial
Intelligence Authority (SDAIA), the National Data Management Office (NDMO), or any other competent authority.
Competent Authority

SDAIA, NDMO, and any other regulatory body granted authority over personal data protection in the Kingdom.

Personal Data, Sensitive Data, Processing, Personal Data Breach, Data Subject, Controller, Processor

Shall have the meanings ascribed to them under the Personal Data Protection Law and its Implementing Regulations.
Authorized Persons

The persons or categories of persons designated by the Second Party (as Controller) in Annex (1) as being authorized to issue
written instructions to the First Party regarding the processing of personal data.

Business Purposes

Means the purposes related to the provision of Dawy (White Label) application services and the related technical, operational,
and analytical services set out in the Master Agreement, including appointment scheduling, patient account and profile
management, enabling telemedicine and homecare services, appointment reminders, doctor ratings, integration with healthcare
information systems, and online payment gateway support, as well as any other lawful purposes.

Annexes

The annexes attached to this Addendum form an integral part hereof, including, without limitation:

Annex (1): Personal Data Processing Purposes and Parameters, and related details;
Annex (2): Cross-Border Data Transfer and Standard Contractual Clauses (if any);

Annex (3): Technical and Organizational Security Measures.

In the event of any conflict or ambiguity in interpretation, the following shall apply:

1. This Addendum and the Master Agreement shall be interpreted in a complementary manner to the extent possible.
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For all matters related to personal data protection and mandatory compliance with the Personal Data Protection Law
and its Regulations, this Addendum shall prevail only to the extent strictly necessary to achieve such compliance.
Otherwise, and in the event of any actual conflict between this Addendum and the Master Agreement, the provisions
of the Master Agreement shall prevail, and no clause in this Addendum shall be interpreted in a way that diminishes or
restricts any rights, limitations of liability, ownership rights, or powers granted to the First Party under the Master
Agreement.

In the event of conflict between this Addendum and any Standard Contractual Clauses stated in Annex (2) in relation
to cross-border transfers of personal data, the Standard Contractual Clauses shall prevail only to the extent required

to legitimize the transfer under Applicable Law.

Article (2): Parties and Their Roles in Data Protection

1. The Parties acknowledge that:

(@]

The Second Party is the Data Controller in relation to the personal data processed on the basis of the Master
Agreement;
The First Party is the Data Processor in relation to such data, and only to the extent necessary to perform the Dawy

(White Label) application services and related services pursuant to the Master Agreement and this Addendum.

2. The Second Party remains responsible for:

(@]

(@]

Determining the purposes and means of processing personal data;

Complying with its obligations to provide all required notices to Data Subjects and obtain any legally required
consents from them, where applicable, in accordance with the PDPL;

Ensuring that its written instructions to the First Party are lawful, accurate, and do not conflict with Applicable Law or

Regulations.

3. The Second Party acknowledges that the quality of services provided by the First Party depends on the Second Party’s

compliance with providing accurate, complete, and timely data, in accordance with the Master Agreement, particularly Articles

(4) and (15) thereof.

4. Without prejudice to the above and without limiting the rights of the First Party under the Master Agreement, particularly Article

(8/4):

The First Party retains the right to use, process, and transform data into aggregated or anonymized data that can no longer

identify any natural person, and to exploit such data (including selling, licensing, or sharing it) provided that such processing is

compliant with the PDPL and does not result in the disclosure of any personal data. This is in line with the detailed provisions of

the Master Agreement.

Avrticle (3): First Party Obligations (Data Processor) in Processing Personal Data

Without prejudice to the Master Agreement, the First Party undertakes to:
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1. Process personal data only to the extent required for the Business Purposes and for the performance of the services specified in
the Master Agreement, and on the basis of written instructions from the Second Party, and within the limits permitted by law.
2. Refrain from using personal data for any purpose independent from the performance of the services, except in connection with
transforming such data into aggregated or anonymized data and dealing with it in accordance with Article (2/4) above and
Article (8/4) of the Master Agreement.
3. Inform the Second Party without undue delay if it considers that any of the Second Party’s instructions regarding processing
may conflict with the PDPL or its Regulations.
4. Tothe extent reasonably possible and based on the information available to it, assist the Second Party in fulfilling its legal
obligations with respect to:
o  Data Subject rights (access, rectification, deletion, restriction of processing, objection, data portability, etc.);
o Conducting Data Protection Impact Assessments where required;
o Communicating with relevant regulatory authorities, all within realistic and reasonable limits and without imposing
any additional obligations on the First Party beyond those set out in the Master Agreement or this Addendum.
5. Maintain the confidentiality of personal data and not disclose it except:
o Toemployees, contractors, or sub-processors whose work requires access to such data, provided they are bound by
appropriate confidentiality obligations; or
o Where disclosure is required under mandatory law or pursuant to an order from a competent court or regulatory

authority, in which case the First Party shall notify the Second Party where legally permissible.

Article (4): First Party’s Staff
The First Party undertakes to:

1. Ensure that any employee or collaborator who has access to personal data is bound by professional confidentiality obligations,
whether under an employment contract, confidentiality agreement, or binding internal policies.

2. Ensure thatstaffinvolved in personal data processing receive appropriate training — in accordance with the First Party’s policies
— on personal data protection requirements, to the extent relevant to their roles.

3. Guide and instruct staff and relevant personnel regarding their obligations to protect personal data under the PDPL, this

Addendum, and the Master Agreement.

Article (5): Data Security and Protection

1. The First Party shall implement appropriate technical and organizational measures to protect personal data against:
o Unauthorized access, use, modification, or disclosure;

o  Accidental or unlawful loss, damage, or destruction.
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Such measures shall be as described in Annex (3): Technical and Organizational Security Measures.

2. These measures shall take into account the level of risk associated with the nature and sensitivity of the personal data and may
include, without limitation:
o mandatory encryption of Personal Data both in transit and at rest, whenever such data is of a sensitive nature —
including health data — and in accordance with the requirements of the PDPL and its Executive Regulations;
o0 Access control and authorization mechanisms;
o  Databackup and recovery measures;
o) System access monitoring;
o Periodic testing and assessment of control effectiveness.
3. Nothingin this Article shall be interpreted as a commitment to absolute security or strict liability for any security incident.

Liability shall be assessed in accordance with the agreed limitations of liability under the Master Agreement, particularly Article

(15/6).

Article (6): Personal Data Breach

1. The First Party shall notify the Second Party immediately upon becoming aware of any of the following events related to the
Personal Data subject to this Appendix:

Loss, damage, destruction, or substantial corruption of Personal Data;

Any unauthorized or unlawful Processing;

Any incident constituting a Personal Data Breach as defined under the Personal Data Protection Law.

wosc wWN

The notification shall include, to the extent reasonably possible:

o Adescription of the nature of the incident, the categories of data affected, and an approximate number of records
impacted;

o Potential impacts or consequences;

o Corrective or preventive measures taken or proposed.

6.  The First Party shall cooperate with the Second Party — within reasonable limits — to investigate the incident and mitigate its
effects, without incurring any additional obligations beyond the limitations of liability stipulated in the Master Agreement and
in this Addendum.

7. The Second Party retains the right to determine whether Data Subjects or regulatory authorities must be notified in accordance

with Applicable Law, it being understood that such notification obligations fall primarily on the Controller (the Second Party).

Article (7): Cross-Border Transfers
1. The First Party undertakes not to transfer Personal Data outside the Kingdom of Saudi Arabia except in accordance with the
requirements set forth in the Personal Data Protection Law (PDPL), its Executive Regulations, and the cross-border transfer

regulations, and only to the extent necessary for performing the Services, operating systems, backups, or other legitimate
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purposes related to the Main Agreement. No actual transfer of Personal Data outside the Kingdom shall be carried out by the
First Party except based on documented approval from the Second Party, whether such approval is included in this Appendix or
provided through written instructions or official correspondence between the Parties, without prejudice to the obligations
stipulated in the PDPL and its related regulations.

2. The Second Party hereby grants a general prior approval for the First Party to engage third-party service providers and Sub-
processors, whether within or outside the Kingdom, whenever necessary or appropriate for the performance of the Services
under the Agreement, provided that such Sub-processors are bound by data protection obligations that are no less protective
than those set out in this Appendix and applicable laws, and that they are contractually bound to the essential obligations
imposed on the First Party insofar as they relate to the Processing of Personal Data. The First Party shall notify the Second Party
when a new category of Sub-processors is added, where practical.

3. Inthe eventthat Personal Data is transferred or hosted outside the Kingdom, the First Party shall ensure that an adequate level
of legal protection is applied in accordance with the requirements of the PDPL and cross-border transfer regulations, including
compliance with the instructions issued by SDAIA and other competent authorities. The First Party shall also ensure that any
external party engaged in such processing or hosting is contractually bound to obligations that are substantially equivalent to
those contained in this Appendix and in the Main Agreement, insofar as they relate to the protection of Personal Data.

4. The First Party shall be entitled — without the need for specific prior approval each time — to:

o Enterinto written contracts with sub-processors that include appropriate data protection obligations;
o Use legally recognized cross-border transfer mechanisms (such as Standard Contractual Clauses or adequacy
decisions) where required.

5. Where practicable, the First Party may, upon the Second Party’s written request, provide a general overview of the main
categories of sub-processors or system hosting locations, without prejudicing the confidentiality of the First Party’s
arrangements with its service providers or its business secrets.

6.  The First Party remains responsible for selecting sub-processors in good faith and in compliance with Applicable Law, while any

financial or legal liability shall remain subject to the limitations set out in Article (15/6) of the Master Agreement.

Article (8): Complaints and Data Subject Rights

1. The First Party shall, to the extent reasonably possible and based on the information and capabilities available to it, assist the
Second Party when it receives Data Subject requests (such as requests for access, rectification, deletion, restriction of processing,
or data portability), to the extent necessary and proportionate to the nature of the services.

2. Ifthe First Party receives a request directly from a Data Subject relating to the exercise of any of their statutory rights, the First
Party shall, where reasonably possible, refer the request to the Second Party, in its capacity as the Controller responsible for
providing the formal response.

3. The First Party shall not be obliged to respond directly to Data Subjects regarding such requests unless this is expressly agreed in

writing or explicitly required by Applicable Law.
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Article (9): Term of the Addendum and Relation to the Master Agreement

1. This Addendum shall remain in force for the duration of the Master Agreement and any renewal thereof, and shall continue to
apply for as long as the First Party retains any personal data subject to this Addendum under the Master Agreement, to the
extent permitted by law.

2. The expiry or termination of the Master Agreement shall not relieve either Party from its obligations relating to confidentiality
and personal data protection, which shall continue to apply for as long as any data remains in the possession or under the

control of either Party, in accordance with Article (8/7) of the Master Agreement.

Article (10): Return or Deletion of Personal Data upon Termination

Without prejudice to the provisions of the Master Agreement, particularly those relating to accounts receivable, collections, and the

continuation of certain obligations after termination, the following shall apply:

1. The Second Party may, within a reasonable period after termination of the Master Agreement, request a copy of the personal
data processed on its behalf, to the extent technically and operationally feasible and in a format determined by the First Party.
2. Subject to the following paragraph, the First Party shall delete, destroy, or anonymize personal data subject to this Addendum
within a reasonable period after the end of the contractual relationship, and in accordance with the Second Party’s documented
instructions where provided, to the extent such instructions do not conflict with the First Party’s legal or contractual obligations
or its statutory rights to defend itself or establish its rights."
3. The First Party may retain certain data or records containing personal data in the following cases:
o  Where retention is required under mandatory law or regulatory instructions;
o Where retention is necessary to establish or defend a legal right or claim, or in relation to an existing or anticipated
dispute;
o Where the data has been transformed into aggregated or anonymized data in accordance with Article (2/4) of this
Addendum and Article (8/4) of the Master Agreement.
4. The deletion or return of personal data shall not result in the waiver or reduction of any financial entitlements of the First Party,

nor of any of its obligations or other rights under the Master Agreement.

Article (11): Audit and Documentation

1. The First Party shall keep appropriate records of the personal data processing activities it carries out on behalf of the Second
Party, to the extent required by the PDPL and its Regulations.
2. Where the Second Party — particularly in the context of statutory or regulatory requirements — requests general information

about the security measures applied by the First Party, the First Party may provide summarized documents or reports (such as
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certifications or summary security audit reports), without compromising its trade secrets or disclosing sensitive details about its
systems or infrastructure.

3. The Second Party may, where there are regulatory or legal requirements, request reasonable information or documentation
evidencing the First Party’s compliance with data protection requirements, including through remote assessments or
documentation-based reviews, without prejudice to the First Party’s information security or trade secrets. Onsite audits shall not
be conducted unless expressly agreed in writing by the First Party, including agreement on scope and procedures, and provided

that such audits do not conflict with the First Party’s security policies or third-party confidentiality obligations.

Article (12): Intellectual Property and Aggregated Data

1. This Addendum does not result in any transfer of ownership of systems, platforms, software, dashboards, analytical tools, or
reports provided by the First Party. All such rights remain the exclusive property of the First Party in accordance with Article
(8/8) of the Master Agreement.

2. The Second Party expressly acknowledges the First Party’s right to use and process data and to transform it into statistical,
aggregated, or anonymized data, and to exploit such data commercially or technically, provided that such data is no longer
attributable to an identified or identifiable natural person, and provided that such processing is carried out in accordance with

the PDPL and applicable Regulations.

Article (13): Limitation of Liability and Indemnity

1. This Addendum does not create any additional indemnity obligations on the First Party beyond those expressly set outin the
Master Agreement.

2. Anyfinancial or legal liability arising from this Addendum — including liability relating to personal data processing — shall be
subject to the same limitations of liability agreed under the Master Agreement, particularly Article (15/6), and such limitations
may not be exceeded except to the extent explicitly required by Applicable Law.

3. Each Party remains responsible for its own compliance with applicable laws within its respective role (Controller or Processor),
and only to the extent that a causal link exists between its act or omission and the alleged damage, subject to the provisions of

the Master Agreement.

Article (14): Governing Law and Jurisdiction

1. The provisions of this Addendum, where not otherwise specifically addressed, shall be subject to the Master Agreement and to
the laws and regulations in force in the Kingdom of Saudi Arabia relating to data protection, in particular the Personal Data

Protection Law and its Implementing Regulations.
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2. Jurisdiction over any dispute arising from the interpretation or application of this Addendum shall lie with the competent court

in Riyadh, in accordance with Article (12) of the Master Agreement.

Article (15): Final Provisions

1. This Appendix (E) forms an integral part of the Master Agreement and shall be effective from the date of signature by both
Parties, or from the effective date of the Master Agreement — whichever is later — unless otherwise agreed in writing.

2. Inthe event of any conflict between this Addendum and the Master Agreement, the Master Agreement shall prevail, except
where a provision of this Addendum is strictly required to ensure mandatory compliance with the Personal Data Protection Law
and its related Regulations.

3. Noamendment to this Addendum shall be valid or binding unless made in writing and signed by both Parties.

4. This Addendum has been executed in two (2) original copies, each Party holding one copy. The First Party may issue electronic

or digital copies thereof, which shall be legally valid, consistent with Article (21) of the Master Agreement.
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Annex (1) — Personal Data Processing Purposes and Parameters

This Annex forms part of the Data Processing Addendum and is used to define the specific processing activities carried out by

the First Party on behalf of the Second Party.

1. Subject Matter of Processing
Provision and operation of the Dawy (White Label) application services, including:

e  Creation and management of user accounts (patients and Second Party users);

e Scheduling and management of in-person appointments, telemedicine appointments, and homecare visits (where the Second
Party holds the necessary regulatory licenses);

e Enabling communication between patients and the Second Party (such as notifications, reminders, and in-app messages where
available);

e  Supporting online payment processes via licensed Payment Service Providers;

e Enabling patients to view medical results and reports uploaded by the Second Party within the application (such as lab results,

radiology reports, prescriptions, medical reports, and sick leaves), as made available by the Second Party.

2. Duration of Processing

e Forthe entire duration of the Master Agreement and any renewal thereof;
e With certain processing activities or data retention continuing thereafter to the extent permitted by law, in accordance

with Article (10) of this Addendum and the provisions of the Master Agreement.
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3. Purpose of Processing and Business Purposes

To enable the Second Party to:

Manage appointments and organize patient visits to clinics, via telemedicine, or via homecare;
Improve patient experience through appointment reminders and reducing no-show rates;
Manage patient accounts and profiles, including family member profiles, within the application;

Allow the Second Party to view patients’ basic data and appointment data, and integrate such data with its healthcare

information system where integration is available;

Display medical results and reports to patients within the application where such results are uploaded by the Second
Party;

Enable electronic payment for healthcare services.

Processing includes, without limitation:

Collecting and receiving registration and profile data from the Second Party’s systems or through patient input in the
application;

Storing and organizing data in the First Party’s systems;

Using data in the day-to-day operation of the application (scheduling, reminders, data display, payment-related
processing);

Generating reports and dashboards for the Second Party based on usage and appointment data (without exposing
patient identities beyond what is agreed with the Second Party and what is necessary);

Transforming data into aggregated or anonymized data for statistical or commercial analysis, in a manner that does

not contravene Article (2/4) of this Addendum and the Master Agreement.

4. Categories of Personal Data

a. Patient and end-user data:

Full or partial name;

National ID/lgama number/medical record number (where linked);

Basic civil identity data (such as date of birth, gender, marital status, nationality where available);

Contact details (mobile number, email address);

Login and account data (username, account identifier, basic login records — with no storage of passwords in plain
text);

Appointment data (date, time, type of visit, clinic, doctor, appointment status, creation and modification timestamps);
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Payment reference data (transaction ID, transaction status, amount, Payment Service Provider), with no full storage of
card details by the First Party;

Any medical documents or reports uploaded by the Second Party for display to the patient through the application
(lab results, reports, prescriptions, sick leaves), where this feature is enabled by the Second Party;

Device and interaction-related data — to a reasonable extent — such as device type, operating system, and usage

timestamps, for technical improvement purposes.

b. Data relating to Second Party staff using the application (where applicable):

Name and job title;
Professional contact details;

Access rights and account credentials for the admin portal/dashboard.

c. Doctors’ profile data displayed to patients:

Name and professional title;
Specialty and workplace;

Short professional bio;

Professional photo (where provided);

Patient ratings and feedback, where this feature is enabled.

5. Categories of Data Subjects

Patients and beneficiaries of the Second Party’s healthcare services;

Family members of patients added by the primary user;

Doctors and staff of the Second Party whose professional data is displayed within the application;

Administrative users of the Second Party who are authorized to use the admin portal or management system linked to

the Dawy application.

6. Authorized Persons to Issue Instructions

Persons designated by the Second Party as data officers or persons responsible for operating the Dawy application, as
indicated in the onboarding/registration forms or in official correspondence;
Any other person formally designated by the Second Party in writing or through officially agreed communication

channels between the Parties.
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7. Processing of Data Outside the Kingdom and Legal Mechanism (if applicable)

If certain data is transferred or hosted outside the Kingdom in the context of providing the Dawy application services, such
transfer/hosting shall be carried out in accordance with Article (7) of this Addendum and in compliance with the Personal Data
Protection Law and the regulations governing cross-border data transfers, and shall be limited to what is necessary for

operating the application, hosting services, backups, or system support.
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Annex (2) — Cross-Border Transfers and Standard Contractual Clauses

1. General Principle

e Asageneral rule, personal data should be processed within the Kingdom as far as reasonably possible.
Personal data shall not be transferred or made accessible outside the Kingdom except in cases permitted by Applicable Law and

Regulations, and only to the extent necessary to provide the services, operate systems, perform backups, or provide technical

support.
2. Basis and Conditions for Transfer

When personal data is transferred outside the Kingdom, the First Party shall:

1. Ensure that the transfer is made to a country or entity that provides an adequate level of data protection, as determined by the
Competent Authority; or
2. Apply one of the permitted legal frameworks for cross-border transfers, such as:

o  Standard Contractual Clauses (SCCs) approved or recognized by SDAIA, where applicable;

o Binding Corporate Rules (BCRs), where available;

o Any other mechanism approved by the Competent Authorities.

3. Standard Contractual Clauses (SCCs)

e Whereitis necessary to apply SCCs for the transfer of personal data, the First Party may — with the Second Party’s authorization
— enter into such clauses with external service providers involved in the hosting or transfer of data, in alignment with models
approved by the Competent Authorities.

]

Once executed, such SCCs shall be deemed a complementary part of this Addendum and may be maintained or referenced in

separate agreements (such as service level agreements or hosting agreements).

4. Documentation of External Parties (if any)

The First Party may, upon the Second Party’s request and to an appropriate extent, provide general information about categories of

external service providers or hosting regions involved in cross-border data transfers, without compromising the confidentiality of the First

Party’s contracts or business secrets.
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Annex (3) — Technical and Organizational Security Measures

1. Physical Access Controls

e Protecting data centers and offices that host systems or storage media containing personal data through measures such as:
o Access card systems, biometrics, or other authentication means;
o CCTVin sensitive areas;

o Restricting physical access to authorized teams only.
2. System Access Controls

e Managing user accounts and privileges in line with the “least privilege” principle;
e  Usingstrong passwords and, where appropriate, multi-factor authentication;

e Revoking or adjusting user rights when roles change or upon termination of the relationship with the First Party.
3. Data Access Controls

e  Restricting access to personal data to employees or contractors whose job functions require such access;
° Logging and monitoring access to sensitive records;

e Applying “need-to-know” policies for data access.
4. Data Transmission Controls

e  Usingsecure communication protocols (such as HTTPS/VPN) when exchanging data with the Second Party or related entities;
e  Encrypting data in transit where technically and practically appropriate;

e Documenting and securing technical integration interfaces (APIs / integrations).
5. Input and Processing Controls

e Tracking key operations (such as creation, modification, or deletion of sensitive records) through audit logs;
e  Validating input data, to the extent possible, to reduce errors;

e Implementing authorization/review controls for high-impact transactions (such as financial operations).
6. Backups and Business Continuity

e Implementing periodic backup mechanisms for critical data and systems;
e  Testing data recovery and business continuity plans periodically where possible;

e Storing backup copies in secure locations.
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7. Data Segregation

e Logically or permission-based segregation of client data from other clients’ data according to the system design;
e When using test or development environments, using anonymized or masked data where possible, or applying measures that

protect data against unauthorized access.

8. Vulnerability and Patch Management
® Regularly updating systems and applications to address known security vulnerabilities;
®  (Conducting vulnerability scans periodically where appropriate;

®  Maintaining documented patch and vulnerability management procedures.



